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FUZZY LAW, UNCLEAR JURISPRUDENCE, TRAMPLED RIGHTS 
The legal regime that enables the government to block websites needs urgent reform 

 On February 1, 2021, in the wake of the intensification of the farmers’ protests and reports of violent 
incidents on January 26 – a number of Twitter accounts became inaccessible in India. These included (among 
many others) the accounts of The Caravan magazine, the actor Sushant Singh, and the KisanEktaMorcha 
handle, which was chronicling the protests. In the beginning, it was unclear whether this was Twitter’s 
decision, based on its belief that the accounts had violated its Terms of Service (the reason for its permanent 
suspension of Donald Trump from its platform, for example), or whether Twitter had been ordered to do so by 
the government, or by a court. 
 As outrage mounted, the Government of India clarified that it had invoked Section 69A of the 
Information Technology Act, and ordered Twitter to block access to these accounts. The reason, it appeared, 
was the use of the hashtag #ModiPlanningFarmerGenocide, which was deemed a threat to public order. The 
merits of this argument aside, the government’s Section 69A order was clearly an overreach even on its own 
terms, as media outlets such as The Caravan had not used the hashtag. 
 

Uneasy truce 
 Soon after, Twitter restored access to many of the withheld accounts. This prompted a sharp reaction 
from the government, including a non-compliance notice and veiled threats that Twitter’s employees would be 
prosecuted for violating Section 69A. A meeting between Twitter officials and the government appears to have 
yielded for now an uneasy truce. On February 10, Twitter also published a blog post where it remarkably — 
and in my view correctly — argued that the government’s own actions in directing it to withhold access to the 
accounts of journalists, activists, and politicians, violated Indian law, and the constitutional guarantee of the 
freedom of speech. 
 These events of the last few days throw into sharp relief the unsatisfactory state of Indian law and how 
it is interpreted and applied by censorship-happy governments. At present, the online free speech rights of 
Indian citizens depend entirely upon the extent to which multinational social-media platforms are able to 
stand up to the government’s censorship requests, how willing they are to risk legal prosecution, and how 
much confidence they have that their interpretation of Indian free speech law will stand up in court, even over 
the claims of the government. It should be clear that this is not a sustainable situation. 
 

The root lies in the IT Act 
 The root of the problem is Section 69A of the IT Act. Section 69A grants to the government the power 
to issue directions to intermediaries for blocking access to any information that it considers prejudicial to, 
among other things, the sovereignty and integrity of India, national security, or public order. Section 69A(3) 
envisages a jail sentence for up to seven years for intermediaries who fail to comply. In 2009, the government 
also issued “Blocking Rules”, which set up the procedure for blocking (including regular review by government 
committees), and also stated that all requests and complaints would remain strictly confidential. 
 

Violation of rights 
 There are a number of problems with this legal structure. The first is that it makes censorship an easy 
and almost completely costless option, for the government. Rather than having to go to court and prove a 
violation even prima facie of law, the government can simply direct intermediaries to block content, and place 
the burden of going to court upon the users. It stands to reason that the easier it is to censor speech, the more 
likely it is that a government — any government — will resort to that option. Furthermore, the confidentiality 
requirement means that the user will not even know why their account has been blocked and, therefore, will 
be in no position to challenge it. Third, there are no procedural safeguards — no opportunity for a hearing to 
affected parties, and no need for reasoned orders. This, then, violates both free speech rights, as well as the 
right to due process. 

https://www.thehindu.com/news/national/tractor-rally-farmers-break-past-barricades-at-many-points-on-delhis-border/article33666087.ece
https://www.thehindu.com/news/national/tractor-rally-farmers-break-past-barricades-at-many-points-on-delhis-border/article33666087.ece
https://www.thehindu.com/news/national/tractor-rally-farmers-break-past-barricades-at-many-points-on-delhis-border/article33666087.ece
https://www.thehindu.com/news/national/twitter-blocks-several-accounts-posting-messages-in-support-of-farmers-stir-restores-most-of-them-later/article33717312.ece
https://www.thehindu.com/news/national/farmers-protest-govt-issues-notice-to-twitter-warns-of-penal-action/article33739720.ece
https://blog.twitter.com/en_in/topics/company/2020/twitters-response-indian-government.html
https://www.meity.gov.in/writereaddata/files/Information%20Technology%20%28%20Procedure%20and%20safeguards%20for%20blocking%20for%20access%20of%20information%20by%20public%29%20Rules%2C%202009.pdf
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 In the famous Shreya Singhal case that is well known for the striking down of Section 66A of the IT Act, 
the scope of Section 69A and the Blocking Rules were also litigated before the Supreme Court. Unfortunately, 
however, the Supreme Court missed an opportunity to guide the law in a pro-free speech direction, as it had 
with Section 66A: without engaging in any detailed analysis, the Court largely endorsed the legal regime, as it 
stood. The Court only noted that every affected individual would retain the constitutional right to challenge a 
blocking order, through a writ petition before the High Court. 
 

Need for transparency 
 Now, it would appear to follow from this holding that the Shreya Singhal judgment made it mandatory 
for the government to furnish blocking orders along with reasons to affected parties; it is evidently impossible 
to challenge something that you cannot even see. However, as recent events show, in practice, that is not 
being followed (the lack of clarity in the Shreya Singhal judgment is no doubt a contributory factor). In a recent 
article in The Indian Express, Apar Gupta also pointed out that after the Supreme Court’s judgment in the 
Kashmir Internet Ban case, it is, at least now, an arguable position of law that any order restricting access to 
the Internet, or information on the Internet, must be made public. There is, at present, a pending case before 
the High Court of Delhi, which makes the same argument; until that is resolved, however, the present state of 
affairs is likely to continue. 
 Consequently, a combination of bad law and unclear jurisprudence has created a situation where 
Twitter or the intermediary that might be caught in the government’s crosshairs is the only entity that is in a 
position to defend the free speech rights of Indian citizens. And there is little doubt that doing so entails a non-
trivial risk: in particular, the record of the Indian judiciary in civil rights cases involving the government has 
been remarkably poor in recent times, and it would take considerable courage for any entity to bet on the 
proposition that its interpretation of Indian free speech law would be necessarily upheld by the courts. Thus, 
while it may still be possible for Twitter to stand up to the government in obvious cases of overreach and 
abuse, such as the suspension of The Caravan, there will be a host of borderline cases where it will simply be 
easier to back down; indeed, as Media Nama reported recently, the Twitter account of a Rajya Sabha Member 
of Parliament remains suspended even now. 
 

Enable a fair hearing 
 There is, thus, an urgent need for both legal and jurisprudential reform. Legally, the best case scenario 
would be to prohibit the government from being able to directly order intermediaries to block access to online 
information, except in narrowly-defined emergency cases, and to require it to go through court to do so, with 
an adequate opportunity for affected parties to defend themselves. Short of that, however, it is vitally 
important that blocking orders be made public, and that even under the current legal regime, affected parties 
be given the opportunity of a fair hearing before a blocking order is issued. This process will also ensure that 
the blocking order is a reasoned one, and can be effectively challenged before a court, if need be. Long term, 
however, the hard work of contesting governmental impunity in cases of censorship, both in courts and 
outside, remains to be done. 

Meanings of Difficult Words: 
 fuzzy (adjective) – indistinct, blurred, unclear. 
 jurisprudence (noun) – legal system. 
 trampled (adjective) – disregarded, abused, 

crushed,  encroached, treated disrespectfully. 
 regime (noun) – system. 
 enable (verb) – permit, allow, facilitate. 
 in the wake of (phrase) – as a result of, in the 

aftermath of, as a consequence of. 
 intensification (noun) – escalation, stepping up, 

increase, strengthening, reinforcement. 
 invoke (verb) – cite, refer to, adduce. 

 chronicle (verb) – record, write down, document, 
register (a series of events). 

 suspension (noun) – removal, stoppage, 
termination. 

 mount (verb) – increase, grow, rise, escalate. 
 Section 69A of IT Act, 2000 (noun) – Section 69A 

of the Information Technology Act, 2000, was 
introduced by an amendment to the Act in 2008. It 
gives the Central government the power to block 
public access to any information online — whether 
on websites or mobile apps. 

https://www.thehindu.com/news/national/supreme-court-strikes-down-section-66-a-of-the-it-act-finds-it-unconstitutional/article10740659.ece
https://www.lexico.com/definition/fuzzy
https://en.oxforddictionaries.com/definition/jurisprudence
https://www.lexico.com/en/definition/trample
https://www.lexico.com/en/definition/regime
https://www.lexico.com/definition/enable
https://www.lexico.com/en/definition/in_the_wake_of
https://www.lexico.com/definition/intensification
https://www.lexico.com/definition/invoke
https://en.oxforddictionaries.com/definition/chronicle
https://www.lexico.com/definition/suspension
https://www.lexico.com/definition/mount
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 outrage (noun) – an act of violence, violation, 
brutality. 

 Section 69A (1) of IT Act, 2000 (noun) – It 
empowers the Central Government (or any of its 
authorised officers) to direct, by written order, any 
Government agency or intermediary to block (or 
have blocked) public access to any information 
generated, transmitted, received, stored or hosted 
in any computer resource. 

 Section 69A (2) of IT Act, 2000 (noun) – It 
explicitly states: ‘The procedure and safeguards 
subject to which such blocking for access by the 
public may be carried out, shall be such as may be 
prescribed.’ 

 Section 69A (3) of IT Act, 2000 (noun) – Under this 
Act, an intermediary that does not comply with a 
direction for blocking is liable to be punished with 
imprisonment for a term which may extend to 
seven years and with a fine. 

 Information Technology Act (noun) – it is an Act 
of the Indian Parliament notified on 17 October 
2000. It is the primary law in India dealing with 
cybercrime and electronic commerce. 

 public order (noun) – it is essentially the absence 
of disorder – the quiet and orderly behaviour of 
people in public space. It involves people behaving 
sensibly and rationally, and respecting others. 

 merits (noun) – an essential inherent quality 
(rights and wrongs only) while evaluating a case 
(not by external aspects). 

 overreach (noun) – an act of trying to do too much 
or overdoing something. 

 on one’s own (phrase) – alone, all alone, by 
oneself, all by oneself, independently, single-
handedly. 

 outlet (noun) – a firm that broadcasts/publishes 
journalism. 

 truce (noun) – temporary cessation/suspension (of 
hostilities); agreement, treaty, ceasefire, 
armistice. 

 withhold (adjective) – stopped, blocked, 
restrained, controlled, contained, suppressed. 

 non-compliance (noun) –
 indiscipline, misbehaviour, misconduct, 
disobedience. 

 veiled (adjective) – covert, concealed, hidden, 
camouflaged. 

 prosecute (verb) – take to court, bring an action 
against, accuse, charge. 

 yield (verb) – produce, give, provide, bring in,  
generate. 

 remarkably (adverb) – strikingly, exceptionally, 
 incredibly. 

 withhold (verb) – deny, refuse (to give), stop, hold 
back. 

 activist (noun) – a person who supports a political 
or societal change/cause. 

 freedom of speech (noun) – the right to express 
opinions without government interference. 

 interpret (verb) – explain, elucidate, clarify, make 
clear. 

 censorship (noun) – the suppression of speech, 
public communication, or other information, on 
the basis that such material is considered 
objectionable, harmful, sensitive, or inconvenient. 

 stand up to (phrasal verb) – defy, confront, 
challenge, oppose openly, resist. 

 prosecution (noun) – legal action, legal 
proceeding,  legal case. 

 interpretation (noun) – explanation, 
understanding/ reading, inference, clarification. 

 stand up (phrasal verb) – be sound, remain valid, 
remain strong, hold up. 

 sustainable (adjective) – acceptable, trustworthy, 
reliable, dependable. 

 root (noun) – basic cause of something. 
 lie (verb) – be present, exist. 
 intermediary (adjective) – the social media 

website,  eCommerce website, blogging platform, 
search engine, discussion board etc. 

 prejudicial (adjective) – detrimental, damaging, 
harmful, disadvantageous, counterproductive. 

 among other things (phrase) – used to indicate  
that  there are several more things like the one  
mentioned, but that you do not intend to mention 
them all. 

 sovereignty (noun) – supreme authority, supreme 
power (by which an independent state is 
governed). 

 integrity (noun) – unity, solidarity, togetherness, 
cohesion. 

 envisage (verb) – foresee, predict, forecast, 
anticipate, expect. 

 comply (verb) – abide by, adhere to, conform to. 
 set up (phrasal verb) – establish, create, institute. 
 confidential (adjective) – secret. 
 rather than (phrase) – instead of. 
 prima facie (adverb/adjective) – something (first 

impression) considered as right until proved. 

https://www.lexico.com/definition/outrage
https://www.lexico.com/definition/merit
http://www.oxforddictionaries.com/definition/english/overreach?q=Overreach
https://www.lexico.com/definition/on_one's_own
https://www.lexico.com/definition/outlet
https://en.oxforddictionaries.com/definition/truce
https://www.lexico.com/en/definition/withhold
https://www.lexico.com/definition/non-compliance
https://www.lexico.com/definition/veiled
https://www.lexico.com/en/definition/prosecute
https://www.lexico.com/definition/yield
https://www.lexico.com/definition/remarkably
https://www.lexico.com/definition/withhold
https://en.oxforddictionaries.com/definition/activist
https://www.lexico.com/en/definition/interpret
https://www.lexico.com/en/definition/censorship
https://www.lexico.com/definition/stand_up_to
https://en.oxforddictionaries.com/definition/prosecution
https://www.lexico.com/en/definition/interpretation
https://www.lexico.com/definition/stand
https://www.lexico.com/en/definition/sustainable
https://www.lexico.com/definition/root
https://www.lexico.com/definition/lie
https://www.lexico.com/definition/intermediary
https://www.lexico.com/definition/prejudicial
https://en.oxforddictionaries.com/definition/us/sovereignty
https://www.lexico.com/definition/integrity
https://en.oxforddictionaries.com/definition/envisage
https://en.oxforddictionaries.com/definition/comply
https://www.lexico.com/synonyms/set_something_up
https://www.lexico.com/synonyms/confidential
https://en.oxforddictionaries.com/definition/prima_facie
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 Blocking Rules, 2009 (noun) – The relevant  
procedure and safeguards have been laid out in 
the Information Technology (Procedure and 
Safeguards for Blocking for Access of Information 
by Public) Rules, 2009, (i.e. the “Blocking Rules”). 
These blocking rules set up the procedure for 
blocking (including regular review by government 
committees), and also stated that all requests and 
complaints would remain strictly confidential. 

 stands to reason (phrase) –  it is obvious, it is 
logical, it is sensible, it is understandable. 

 censor (verb) – cut, delete, delete parts of, 
redact; examine, inspect. 

 resort to (verb) – have recourse to, fall back on, 
turn to, make use of, use, utilize, employ. 

 furthermore (adverb) – moreover, additionally, 
besides. 

 confidentiality (noun) – secrecy. 
 reasoned (adjective) – logical, rational, well 

thought out, clear. 
 due process (noun) – fair treatment (per  

established principles & procedures). 
 the striking down (noun) – abolishment, 

annulment, nullification. 
 strike down (phrasal verb) – abolish, annul, nullify 

(a law or regulation). 
 Section 66A of the Information Technology  

Act (noun) – Section 66A provides punishment for 
sending offensive messages through 
communication  service, etc. 

 litigate (verb) – dispute, take issue with, take a 
stand against (in a lawsuit). 

 pro- (prefix) – supporting, favouring. 
 endorse (verb) – uphold, support, ratify, approve, 

justify. 
 writ petition (noun) – A writ petition can be filed 

by any person whose Fundamental Rights have 
been infringed/violated by the State. Under a 
Public Interest Litigation, any public-spirited 
person may file a writ petition in the interest of 
the general public even if his own Fundamental 
Right has not been infringed.  

 transparency (noun) – clarity, honesty, 
straightforwardness, openness, unambiguity. 

 holding (noun) – ruling, decision (of a court). 
 furnish (verb) – provide, give. 

 point out (phrasal verb) – identify, mention, 
indicate, draw attention to. 

 make public (phrase) – announce, communicate, 
make known, disseminate. 

 be caught in (verb) – suddenly find oneself in (a 
difficult situation). 

 in the crosshairs (phrase) – something which is 
being aimed at. (crosshairs – very thin crossed 
wires in the microscope/gun/etc which are used to 
focus/aim something precisely). 

 entail (verb) – necessitate, make necessary, 
require. 

 non-trivial (adjective) – significant, important, 
meaningful. 

 judiciary (noun) – judges.  
 the judiciary (noun) – a branch of government in 

which judicial power is vested. 
 considerable (adjective) – substantial, much, 

appreciable, significant. 
 bet on (verb) – risk. 
 proposition (noun) – theory, concept, premise, 

idea, assumption. 
 necessarily (adverb) – inevitably, certainly, 

surely, undoubtedly. 
 abuse (noun) – misuse, misapplication, 

misemployment, mishandling. 
 a host of (noun) – a lot, large number, great 

quantity. 
 borderline (adjective) – indefinite, uncertain, 

undecided, doubtful. 
 back down (phrasal verb) – reconsider, withdraw, 

give in, submit, surrender, concede, yield. 
 indeed (adverb) – in fact, actually, undeniably. 
 jurisprudential (adjective) – relating to the theory 

or philosophy of law. 
 scenario (noun) – situation, background, context. 
 narrowly-defined (adjective) – defined by a very 

small margin. 
 go through (phrasal verb) – be carried through, 

face, undergo, be subjected to. 
 short of (phrase) – other than, besides, except. 
 contest (verb) – resist, defy, oppose, dispute (as 

wrong). 
 impunity (noun) – immunity, exemption/freedom 

from punishment, special treatment. 

 
 

https://www.lexico.com/en/definition/stands_to_reason
https://www.lexico.com/en/definition/censor
https://www.lexico.com/en/definition/resort
https://www.lexico.com/en/definition/furthermore
https://www.lexico.com/definition/confidentiality
https://www.lexico.com/definition/reasoned
https://en.oxforddictionaries.com/definition/due_process
http://www.oxforddictionaries.com/definition/english/strike?q=strike+down#strike__33
https://en.oxforddictionaries.com/definition/litigate
https://www.lexico.com/en/definition/pro-
https://www.lexico.com/definition/endorse
https://en.oxforddictionaries.com/definition/transparency
https://www.lexico.com/definition/holding
https://www.lexico.com/definition/furnish
https://en.oxforddictionaries.com/definition/point_something_out
https://www.lexico.com/definition/catch
http://www.oxforddictionaries.com/definition/english/cross-hairs?q=crosshairs+
http://www.oxforddictionaries.com/definition/english/entail?q=Entail
https://www.lexico.com/definition/non-trivial
https://www.lexico.com/definition/judiciary
https://www.lexico.com/definition/judiciary
https://www.lexico.com/definition/considerable
https://www.lexico.com/definition/bet
https://www.lexico.com/definition/proposition
https://www.lexico.com/definition/necessarily
https://www.lexico.com/en/definition/abuse
https://en.oxforddictionaries.com/definition/host
https://www.lexico.com/definition/borderline
https://www.lexico.com/definition/back
https://www.lexico.com/definition/indeed
https://en.oxforddictionaries.com/definition/jurisprudential
https://www.lexico.com/en/definition/scenario
https://en.oxforddictionaries.com/definition/go_through
https://www.lexico.com/definition/short_of
https://www.lexico.com/definition/contest
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