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DISINFORMATION IS A CYBERSECURITY THREAT 
Society needs to be protected from infodemics, to prevent  
the possibility of a breakdown, interruptions and violence 

 Cybersecurity focuses on protecting and defending computer systems, networks, and our digital lives 
from disruption. Nefarious actors use attacks to compromise confidentiality, the integrity and the availability 
of IT systems for their benefit. Disinformation is, similarly, an attack and compromise of our cognitive being. 
Nation-state actors, ideological believers, violent extremists, and economically motivated enterprises 
manipulate the information ecosystem to create social discord, increase polarisation, and in some cases, 
influence the outcome of an election. 
 There is a lot of similarity in the strategies, tactics and actions between cybersecurity and 
disinformation attacks. Cyberattacks are aimed at computer infrastructure while disinformation exploits our 
inherent cognitive biases and logical fallacies. Cybersecurity attacks are executed using malware, viruses, 
trojans, botnets, and social engineering. Disinformation attacks use manipulated, miscontextualised, 
misappropriated information, deep fakes, and cheap fakes. Nefarious actors use both attacks in concert to 
create more havoc. 
 Historically, the industry has treated these attacks independently, deployed different 
countermeasures, and even have separate teams working in silos to protect and defend against these attacks. 
The lack of coordination between teams leaves a huge gap that is exploited by malicious actors. 
 

Cognitive hacking 
 Cognitive hacking is a threat from disinformation and computational propaganda. This attack exploits 
psychological vulnerabilities, perpetuates biases, and eventually compromises logical and critical thinking, 
giving rise to cognitive dissonance. A cognitive hacking attack attempts to change the target audience’s 
thoughts and actions, galvanise societies and disrupt harmony using disinformation. It exploits cognitive biases 
and shapes people by perpetuating their prejudices. The goal is to manipulate the way people perceive reality. 
The storming of the U.S. Capitol by right-wing groups on January 6, 2021, is a prime example of the effects of 
cognitive hacking. 
 The implications of cognitive hacking are more devastating than cyberattacks on critical infrastructure. 
The damage wrought by disinformation is challenging to repair. Revolutions throughout history have used 
cognitive hacking techniques to a significant effect to overthrow governments and change society. It is a key 
tactic to achieve major goals with limited means. 
 For example, QAnon spread false information claiming that the U.S. 2020 presidential election was 
fraudulent, and conspiracy theorists (in the United Kingdom, the Netherlands, Ireland, Cyprus and Belgium) 
burned down 5G towers because they believed it caused the novel coronavirus pandemic. COVID-19 
disinformation campaigns have prevented people from wearing masks, using potentially dangerous alternative 
cures, and not getting vaccinated, making it even more challenging to contain the virus. 
 

Spreading disinformation 
 Distributed Denial-of-Service (DDoS) is a well-coordinated cybersecurity attack achieved by flooding IT 
networks with superfluous requests to connect and overload the system to prevent legitimate requests being 
fulfilled. Similarly, a well-coordinated disinformation campaign fills broadcast and social channels with so much 
false information and noise, thus taking out the system’s oxygen and drowning the truth. 
 The advertisement-centric business modes and attention economy incentivise malicious actors to run 
a sophisticated disinformation campaign and fill the information channels with noise to drown the truth with 
unprecedented speed and scale. 
 Disinformation is used for social engineering threats on a mass scale. Like phishing attacks, to 
compromise IT systems for data extraction, disinformation campaigns play on emotions, giving cybercriminals 
another feasible method for scams. 

https://www.thehindu.com/news/international/qanon-riding-the-infodemic-wave/article33260391.ece
https://www.thehindu.com/topic/US_PRESIDENTIAL_POLLS/
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 A report released by Neustar International Security Council (NISC) found 48% of cybersecurity 
professionals regard disinformation as threats, and of the remainder, 49% say that threat is very significant; 
91% of the cybersecurity professionals surveyed called for stricter measures on the Internet. 
Deep fakes add a whole new level of danger to disinformation campaigns. A few quality and highly targeted 
disinformation campaigns using deepfakes could widen the divides between peoples in democracies even 
more and cause unimaginable levels of chaos, with increased levels of violence, damage to property and lives. 
 

Lessons from cybersecurity 
 Cybersecurity experts have successfully understood and managed the threats posed by viruses, 
malware, and hackers. IT and Internet systems builders did not think of security till the first set of malicious 
actors began exploiting security vulnerabilities. The industry learned quickly and invested profoundly in 
security best practices, making cybersecurity a first design principle. It developed rigorous security 
frameworks, guidelines, standards, and best practices such as defense-in-depth, threat modelling, secure 
development lifecycle, and red-team-blue-team (self-attack to find vulnerabilities to fix them) to build 
cybersecurity resilience. ISACs (Information sharing and analysis centers) and global knowledge base of 
security bugs, vulnerabilities, threats, adversarial tactics, and techniques are published to improve the security 
posture of IT systems. 
 We can learn from decades of experience in the cybersecurity domain to defend, protect and respond, 
and find effective and practical solutions to counter and intervene in computational propaganda and 
infodemics. We can develop disinformation defence systems by studying strategy and tactics to understand 
the identities of malicious actors, their activities, and behaviours from the cybersecurity domain to mitigate 
disinformation threats. By treating disinformation as a cybersecurity threat we can find effective 
countermeasures to cognitive hacking. 
 Defense-in-depth is an information assurance strategy that provides multiple, redundant defensive 
measures if a security control fails. For example, security firewalls are the first line of defence to fend off 
threats from external systems. Antivirus systems defend against attacks that got through the firewalls. Regular 
patching helps eliminate any vulnerabilities from the systems. Smart identity protections and education are 
essential so that users do not fall victim to social engineering attempts. 
 We need a defense-in-depth strategy for disinformation. The defense-in-depth model identifies 
disinformation actors and removes them. Authenticity and provenance solutions can intervene before 
disinformation gets posted. If the disinformation still gets by, detection solutions using humans and artificial 
intelligence, internal and external fact-checking can label or remove the content. 
 Today, the response to disinformation is in silos of each platform with little or no coordination. There 
is no consistent taxonomy, definitions, policy, norms, and response for disinformation campaigns and actors. 
This inconsistency enables perpetrators to push the boundaries and move around on platforms to achieve 
their nefarious goals. A mechanism like ISACs to share the identity, content, context, actions, and behaviours 
of actors and disinformation across platforms is needed. Information sharing will help disinformation 
countermeasures to scale better and respond quickly. 
 

Education is key 
 A critical component of cybersecurity is education. Technology industry, civil society and the 
government should coordinate to make users aware of cyber threat vectors such as phishing, viruses, and 
malware. The industry with public-private partnerships must also invest in media literacy efforts to reach out 
to discerning public. Intervention with media education can make a big difference in understanding context, 
motivations, and challenging disinformation to reduce damage. The freedom of speech and the freedom of 
expression are protected rights in most democracies. Balancing the rights of speech with the dangers of 
disinformation is a challenge for policymakers and regulators. There are laws and regulations for cybersecurity 
criminals. More than 1,000 entities have signed the Paris Call for Trust and Security in Cyberspace, for stability 
and security in the information space. Similarly, 52 countries and international bodies have signed the 
Christchurch Call to Action to eliminate terrorist and violent extremist content online. 

https://www.infosecurity-magazine.com/news/us-concerned-about-misinformation/
https://www.thehindu.com/business/cybersecurity-is-an-arms-race-bret-hartman/article25216069.ece
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 The disinformation infodemic requires a concerted and coordinated effort by governments, 
businesses, non-governmental organisations, and other entities to create standards and implement defences. 
Taking advantage of the frameworks, norms, and tactics that we have already created for cybersecurity is the 
optimum way to meet this threat. We must protect our society against these threats or face the real possibility 
of societal breakdown, business interruption, and violence in the streets. 
 

Meanings of Difficult Words: 

 disinformation (noun) – fake news, made-up 

story, false information, lie, falsehood. 

 cybersecurity (noun) – the protection of internet-

connected systems, including hardware, software 

and data, from cyber attacks. 

 infodemic (noun) – an excessive quantity or 

overabundance of information-some accurate and 

some not-occurring during an epidemic. 

 breakdown (noun) – failure, collapse. 

 disruption (noun) – disturbance, interruption, 

obstruction. 

 nefarious (adjective) – wicked, evil, criminal/ 

heinous. 

 actor (noun) – participants (in an action). 

 compromise (verb) – undermine, weaken, 

damage; embarrass. 

 confidentiality (noun) – secrecy. 

 integrity (noun) – honesty, uprightness, probity, 

principle, ethics, morals, morality. 

 cognitive (adjective) – mental, emotional, 

intellectual, rational. 

 state actor (noun) – a state actor is a person who 

is acting on behalf of a governmental body. 

 non-state actor (noun) – an individual or 

organization that has significant political influence. 

 ideological (adjective) – relating to a system of 

ideas. 

 extremist (noun) – radical, fanatic, 

fundamentalist, dogmatist, bigot, hardliner. 

 manipulate (verb) – misrepresent, falsify, distort. 

 ecosystem (noun) – complex 

situation/environment. 

 discord (noun) – strife, conflict, friction, hostility, 

disagreement, lack of agreement, lack of harmony. 

 polarisation (noun) – separation of two 

contrasting  groups (based on different  

opinions/beliefs). 

 influence (verb) – affect, have an effect on. 

 strategy (noun) – plan of action (in order to 

achieve a more expansive set of political, 

economic, and security interests). 

 cyberattack (noun) – a malicious and deliberate 

attempt by an individual or organization to breach 

the information system (computer network) of 

another individual or organization. an attack on an 

information or computer network as an “attempt 

to destroy, expose, alter, disable, steal or gain 

unauthorized access to or make unauthorized use 

of anything that has value to the 

individual/organization. 

 infrastructure (noun) – structure, framework, 

 mechanisms. 

 exploit (verb) – take advantage of, make use of, 

utilize; abuse, misuse, ill-treat, manipulate, cheat, 

victimize. 

 inherent (adjective) – implicit, intrinsic, 

fundamental, basic. 

 bias (noun) – prejudice, partiality; unfairness, one-

sidedness. 

 fallacy (noun) – misconception, misbelief, false 

notion. 

 malware (noun) – software program designed to 

damage a computer system. 

 trojan (noun) – malicious software. It is a type of 

computer software that is camouflaged in the 

form of regular software such as utilities, games, 

and sometimes even antivirus programs. 

 botnet (noun) – short for “robot network”; a 

network of computers infected by malware that is 

under the control of a single attacking party 

(hacker). 

 social engineering (noun) – the act of tricking 

someone into divulging (revealing sensitive (or) 

personal) information or taking action usually 

https://www.lexico.com/en/definition/disinformation
https://www.lexico.com/definition/cybersecurity
https://www.lexico.com/en/definition/infodemic
https://www.lexico.com/definition/breakdown
https://www.lexico.com/definition/disruption
https://en.oxforddictionaries.com/definition/nefarious
https://www.lexico.com/definition/actor
https://www.lexico.com/synonyms/compromise
https://www.lexico.com/definition/confidentiality
https://www.lexico.com/definition/integrity
https://www.lexico.com/definition/cognitive
https://www.lexico.com/en/definition/non-state_actor
https://en.oxforddictionaries.com/definition/ideological
https://www.lexico.com/en/definition/extremist
https://en.oxforddictionaries.com/definition/manipulate
http://www.oxforddictionaries.com/definition/english/ecosystem
https://www.lexico.com/definition/discord
http://www.oxforddictionaries.com/definition/english/polarization?q=polarisation
https://www.lexico.com/en/definition/influence
https://www.lexico.com/definition/strategy
https://www.lexico.com/definition/cyberattack
https://www.lexico.com/en/definition/infrastructure
https://www.lexico.com/en/definition/exploit
https://en.oxforddictionaries.com/definition/inherent
https://www.lexico.com/en/definition/bias
https://en.oxforddictionaries.com/definition/fallacy
https://www.lexico.com/definition/malware
https://en.oxforddictionaries.com/definition/trojan
https://www.lexico.com/definition/botnet
https://www.lexico.com/definition/social_engineering
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through technology. It is to take advantage of a 

potential victim’s natural tendencies and 

emotional reactions. 

 manipulated (adjective) – misrepresented, 

 falsified, distorted. 

 miscontextualised (adjective) – considered 

something wrongly in a context. 

 misappropriated (adjective) – swindled,  

embezzled,  deceived, defrauded. 

 deep fake (noun) – deepfakes are videos and 

images that have been digitally manipulated to 

depict people saying and doing things that never 

happened. Most deepfakes use artificial 

intelligence to alter video and to generate 

authentic-sounding audio. These clips are often 

produced to fool viewers and are optimized to 

spread rapidly on social media. A “deep fake” is a 

video that has been altered through some form of 

machine learning to “hybridize or generate human 

bodies and faces”. 

 cheap fake (noun) – a “cheap fake” is an AV 

manipulation created with cheaper, more 

accessible software (or, none at all). Cheap fakes 

can be rendered through Photoshop, lookalikes, 

re-contextualizing footage, speeding, or slowing. 

 in concert (phrase) – together, jointly, in 

combination, in collaboration, side by side. 

 havoc (noun) – destruction, damage, disaster. 

 deploy (verb) – use, utilize, employ.  

 countermeasure (noun) – solution, answer, 

antidote. 

 silo (noun) – any system/process/department 

which is unable to operate with others. 

It functions alone and does not wish to share 

information with others. 

 malicious (adjective) – spiteful, hostile, bitter, 

venomous, poisonous, evil-intentioned, ill-

natured. 

 hacking (noun) – an unauthorized access to 

(personal) data. 

 propaganda (noun) – the (deliberate & systemic) 

spreading of information (facts, ideas, rumours, or 

lies) to influence public opinion. 

 vulnerability (noun) – weakness, defencelessness, 

unprotectedness, susceptibility. 

 perpetuate (verb) – cause to continue something 

indefinitely, particularly a bad situation, an 

attitude/idea/belief, etc; keep going, keep in 

existence, extend/prolong. 

 eventually (adverb) – in the end, in due course, 

after some time. 

 critical thinking (noun) – the analysis of facts to 

form a judgment. 

 give rise to (phrase) – produce, bring about, 

cause. 

 dissonance (noun) – incongruity, disagreement, 

disparity, discrepancy, contradiction. 

 galvanise (verb) – to cause someone to take 

action by exciting or shocking them; stimulate, 

encourage, inspire, stir, arouse, prompt, shock/ 

stun. 

 harmony (noun) – unity, solidarity, cooperation, 

agreement/concord. 

 prejudice (noun) – discrimination, partiality, 

intolerance, bigotry. 

 perceive (verb) – view, regard, consider. 

 storm (verb) – attack, rush, conduct an offensive 

on, attempt to capture. 

 storming (noun) – sudden & forceful attack and 

capture of a building. 

 Capitol (noun) – In the United States, the Capitol is 

a building in Washington in which the US Congress 

meets. 

 right-wing (adjective) – conservative, rightist, 

ultra-right, alt-right. 

 implications (noun) – consequence/outcome, 

ramification, repercussion. 

 devastating (adjective) – destructive, ruinous, 

disastrous. 

 wrought (verb) – (old) past and past participle 

of work; cause, effect. 

 throughout (adverb) – all through, from beginning 

to end. 

 overthrow (verb) – remove, topple, oust, unseat, 

bring down. 

 means (noun) – method, way, mode. 

https://en.oxforddictionaries.com/definition/manipulate
https://www.lexico.com/definition/misappropriate
https://www.lexico.com/definition/in_concert
https://www.lexico.com/definition/havoc
https://en.oxforddictionaries.com/definition/deploy
https://www.lexico.com/en/definition/countermeasure
https://en.oxforddictionaries.com/definition/silo
https://www.lexico.com/synonyms/malicious
https://www.lexico.com/definition/hacking
https://www.lexico.com/en/definition/propaganda
https://en.oxforddictionaries.com/definition/vulnerability
https://www.lexico.com/definition/perpetuate
https://www.lexico.com/definition/eventually
https://www.lexico.com/definition/critical_thinking
https://www.lexico.com/definition/give_rise_to
http://www.oxforddictionaries.com/definition/english/dissonance?q=Dissonance
https://www.lexico.com/en/definition/galvanize
https://www.lexico.com/en/definition/harmony
https://www.lexico.com/definition/prejudice
https://www.lexico.com/en/definition/perceive
https://www.lexico.com/synonyms/storm
https://www.lexico.com/definition/storming
https://www.lexico.com/definition/capitol
https://en.oxforddictionaries.com/definition/right_wing
https://en.oxforddictionaries.com/definition/implication
https://en.oxforddictionaries.com/definition/devastating
https://en.oxforddictionaries.com/definition/us/wrought
https://www.lexico.com/definition/throughout
https://www.lexico.com/definition/overthrow
https://www.lexico.com/en/definition/means
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 QAnon (noun) – a far right-wing, loosely organized 

network and community of believers who 

embrace a range of unsubstantiated beliefs. 

 fraudulent (adjective) – dishonest, unlawful, 

unethical, unprincipled. 

 conspiracy (noun) – (unlawful) plan/plot, intrigue, 

collaboration/deception, collusion. 

 conspiracy theory (noun) – an event or situation 

that invokes a conspiracy by sinister (criminal/ 

menacing) and powerful groups, often political in 

motivation. 

 burn down (phrasal verb) – destroy something (a 

building) by fire. 

 campaign (noun) – an organized effort that seeks 

to influence the decision making progress within a 

specific group. 

 vaccinate (verb) – inoculate, administer, introduce 

(with a vaccine to provide immunity against a 

disease). 

 Distributed Denial-of-Service (DDoS) (noun) – a 

well-coordinated cybersecurity attack achieved by 

flooding IT networks with superfluous requests to 

connect and overload the system to prevent 

legitimate requests being fulfilled (OR) a cyber-

attack in which the perpetrator seeks to make a 

machine or network resource unavailable to its 

intended users by temporarily or indefinitely 

disrupting services of a host connected to the 

Internet. Put simply, it is an attempt to crash a 

web server or online system by overwhelming it 

with data. 

 superfluous (adjective) – extra, surplus, excess;  

unnecessary/inessential. 

 take out (phrasal verb) – remove, detach, 

separate. 

 drown (verb) – overpower, overwhelm, 

override, make inaudible. 

 incentivise (verb) – encourage, motivate, 

galvanize. 

 sophisticated (adjective) – highly developed. 

 unprecedented (adjective) – not done or 

experienced before. 

 feasible (adjective) – practicable, viable, realistic. 

 phishing (noun) – the fraudulent use of electronic 

communications to deceive and take advantage of 

users. 

 extraction (noun) – removal, taking out,  

withdrawal. 

 play on something (phrasal verb) – exploit, take 

advantage of, use, make use of. 

 scam (noun) – fraud, swindle, fraudulent scheme. 

 Neustar International Security Council 

(NISC) (noun) – an Elite Group of Select Cyber 

Security Leaders Across Key Industries and 

Companies. It provides opportunities to learn the 

latest trends in cyber security from leading experts 

including industry insiders, thought leaders, 

government agencies, and peers, share thought 

leadership insights, best practices, and strategies 

at the forefront of cybersecurity, build 

professional relationships at key summits, 

participate in a forum of trust, integrity, and 

confidentiality focused on defending against cyber 

threats. 

 regard (verb) – view, think, consider. 

 call for (phrasal verb) – require, publicly 

ask/necessitate, demand. 

 measure (noun) – action, step, procedure. 

 chaos (noun) – disorder, disarray, turmoil, 

disorganization, disruption. 

 profoundly (adverb) – extremely, deeply, greatly. 

 Defence-in-Depth (DiD) (noun) – it refers to an 

information security approach in which a series of 

security mechanisms and controls are thoughtfully 

layered throughout a computer network to 

protect the confidentiality, integrity, and 

availability of the network and the data within. 

 threat modelling (noun) – a risk-based approach 

to designing secure systems. It is based on 

identifying threats in order to develop mitigations 

to them. With cybersecurity risk increasing and 

enterprises becoming more aware of their 

liabilities, software development teams need 

effective ways to build security into software. 

 taxonomy (noun) – classification, categorization, 

grouping. 

https://www.lexico.com/definition/fraudulent
https://en.oxforddictionaries.com/definition/conspiracy
https://www.lexico.com/definition/conspiracy_theory
https://www.lexico.com/definition/burn
https://www.lexico.com/definition/campaign
https://en.oxforddictionaries.com/definition/vaccinate
https://www.lexico.com/definition/distributed_denial_of_service
https://en.oxforddictionaries.com/definition/superfluous
https://www.lexico.com/definition/take_out
https://www.lexico.com/definition/drown
http://www.oxforddictionaries.com/definition/english/incentivize?q=incentivising+
https://en.oxforddictionaries.com/definition/sophisticated
https://en.oxforddictionaries.com/definition/unprecedented
https://www.lexico.com/definition/feasible
https://www.lexico.com/definition/phishing
https://www.lexico.com/definition/extraction
https://www.lexico.com/definition/play_on
https://www.lexico.com/definition/scam
https://www.lexico.com/definition/regard
https://en.oxforddictionaries.com/definition/call_for
https://www.lexico.com/definition/measure
https://en.oxforddictionaries.com/definition/chaos
https://en.oxforddictionaries.com/definition/profoundly
https://www.lexico.com/definition/defence_in_depth
https://en.oxforddictionaries.com/definition/taxonomy
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 red-team-blue-team (noun) – a cybersecurity 

assessment technique that uses simulated attacks 

to gauge the strength of the organization’s existing 

security capabilities and identify areas of 

improvement in a low-risk environment. 

 cybersecurity resilience (noun) – the ability to 

prepare for, respond to and recover from cyber-

attacks. 

 Information sharing and analysis centers 

(ISACs) (noun) – non-profit organizations that 

provide a central resource for gathering 

information on cyber threats (in many cases to 

critical infrastructure) as well as allow two-way 

sharing of information between the private and 

the public sector about root causes, incidents, and 

threats, as well as a sharing experience, 

knowledge, and analysis. 

 bug (noun) – a fault, error, defect, flaw in a 

computer program. 

 adversarial (adjective) – involving conflict or 

opposition. 

 counter (verb) – oppose, resist, tackle, confront. 

 mitigate (verb) – reduce, lessen, decrease, make 

less severe. 

 firewall (noun) – a network security device that 

monitors incoming and outgoing network traffic 

and permits or blocks data packets based on a set 

of security rules. 

 fend off (phrasal verb) – resist, ward off, block, 

intercept, halt. 

 patch (verb) – improve or correct (a routine or 

program) by inserting a patch. 

 authenticity (noun) – reliability, dependability, 

trustworthiness. 

 provenance (noun) – origin, source, place of 

origin. 

 artificial intelligence (AI) (noun) – an area of 

computer science that deals with giving machines 

the ability to seem like they have human 

intelligence (Courtesy: VOA Learning English). 

 norms (noun) – standard, convention, 

guidelines, criterion. 

 get by (phrasal verb) – manage, cope, survive. 

 inconsistency (noun) – unpredictability, 

inconstancy, variability, instability, irregularity. 

 perpetrator (noun) – someone who does immoral, 

harmful, and illegal activity; offender, criminal, 

wrongdoer/evil-doer, culprit. 

 push the boundaries (phrase) – go beyond the 

limitations; discover something new. 

 cyber threat vector (noun) – a path or a means by 

which a cybercriminal gains access through one or 

more of six main routes into a computer system by 

exploiting a route vulnerability (also called an 

attack surface). The six main routes (points of 

entry) are: The network, Users, Email, Web 

applications, Remote access portals, Mobile 

devices. 

 literacy (noun) – the ability to read and write. 

 reach out (phrasal verb) – contact someone to 

obtain/offer help/assistance/cooperation. 

 discerning (adjective) – selective, judicious, 

cultivated, cultured, sophisticated, enlightened, 

sensitive. 

 intervention (noun) – the process of intervening in 

something; involvement, interference. 

 cyberspace (noun) – It refers to the virtual 

computer world, and more specifically, an 

electronic medium that is used to facilitate online 

communication. 

 The Paris Call for Trust and Security in 

Cyberspace, Nov 2018 (noun) – it is a call to come 

together to face the new threats endangering 

citizens and infrastructure. It is based around nine 

common principles to secure cyberspace, which 

acts as many areas for discussion and action. 

 Christchurch Call to Action, March 2019 (noun) –

 it is a call to gather countries and technology 

companies to stop the use of the internet for 

disseminating violent extremist content. 

 optimum (adjective) – most 

appropriate, best, most favourable. 

 societal (adjective) – relating to society. 

 

https://www.lexico.com/en/definition/bug
https://en.oxforddictionaries.com/definition/adversarial
https://www.lexico.com/synonym/counter
https://www.lexico.com/en/definition/mitigate
https://www.lexico.com/definition/fend_off
https://www.lexico.com/definition/patch
https://en.oxforddictionaries.com/definition/authenticity
https://en.oxforddictionaries.com/definition/provenance
https://en.oxforddictionaries.com/definition/us/artificial_intelligence
https://en.oxforddictionaries.com/definition/norm
https://www.lexico.com/definition/get_by
https://www.lexico.com/definition/inconsistency
https://www.lexico.com/en/definition/perpetrator
http://www.oxforddictionaries.com/definition/english/literacy?q=Literacy
https://en.oxforddictionaries.com/definition/reach
https://www.lexico.com/definition/discerning
https://www.lexico.com/definition/intervention
https://www.lexico.com/definition/cyberspace
https://en.oxforddictionaries.com/definition/optimum
https://www.lexico.com/definition/societal

